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Credit card fraud detection uses several technologies including machine learning
(ML) and statistical analysis as well as card authentication methods. Credit card

fraud is the illegal use of someone’s credit card for purchase of goods or services. JITSI : Jurnal Ilmiah Teknologi
Comprehensive studies have shown how well ML technology generates exact Sistem Informasi licensed under a
prediction models to spot possible transaction fraud. Though the potential of losing Creative Commons Attribution-
the actual card is still a worry, hackers have been increasingly acquiring credit card Share Alike 4.0 International
numbers and personal information online. The growth in e-commerce has matched License

credit card use for online transactions, which has surged credit card theft. Complex

detection systems including federated reinforcement learning (FRL) and blockchain
technology have been developed to solve this challenge. Using standard pattern BY _SA
matching methods can make it difficult to tell real from fake transactions. A

decentralised method of ML, FRL stresses user privacy and enhances anonymity and

confidence in financial transactions. An original approach for teaching a credit card

fraud detection model is shown in this work It makes advantage of user behaviour

traits, federated reinforcement learning, and blockchain technologies. Using a smart

contract between the bank and the client, the approach aims to reduce dishonest

activity. By lowering the dependence on centralised data aggregation, this innovative

approach guarantees user privacy protection all through model development. The

research also looks at the challenges in credit card fraud detection and offers ideas

for next developments.
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1. INTRODUCTION

Credit card fraud detection encompasses various methods employed to detect and prevent unauthorised and
deceptive credit card usage [1]. Customers are given plastic cards known as credit cards to make payments easier.
The system approves purchases by considering the cardholder's obligation to cover the costs of the products and
services. Credit card fraud is a common problem that impacts numerous individuals and leads to substantial
financial losses for both financial institutions and customers. The rise of e-commerce has also brought about a rise
in the complexity of fraudulent activities. Effectively detecting cases of credit card theft in real-time while
reducing the occurrence of false alarms continues to be a challenging endeavour [2]. The objective of this study
is to conduct a comprehensive assessment of current methods used to detect credit card fraud, examining the
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challenges faced and potential avenues for future research. The security measures of a credit card revolve around
prioritising the privacy of the credit card number and safeguarding the physical card. The surge in online shopping
and the widespread adoption of credit cards have led to a significant rise in the worldwide embrace of these
payment methods. There has been an increase in fraudulent activity that aligns with the significant expansion of
credit card transactions. For a better understanding, it's worth mentioning that "credit card fraud" encompasses
various deceptive actions, including the unauthorised use of a credit card for fraudulent transactions. There are
different methods one can use to engage in credit card theft. Gaining the essential knowledge to recognise credit
card fraud is a vital initial measure in combating this type of criminal activity. Thanks to the different methods
employed to detect and prevent credit card fraud, the occurrence of such incidents has remained steady over time.
Establishing reliable and effective methods to prevent fraudulent behaviour in the financial sector is of utmost
importance. One of the most challenging tasks is detecting credit card theft. Conventional fraud detection systems
depend on centralised data processing, which can lead to concerns regarding scalability, privacy, and security. By
combining FRL and blockchain technology, we can provide a practical solution to strengthen fraud detection
systems and effectively address these concerns.

Credit Card Transaction BFRL Algorithm for Credit card Fraud Detectio Fraud Detection

[ FIG 1. Credit Card Fraud detection basic model ]

FRL is a decentralised ML technique that enables multiple nodes to work together in training a shared model,
without the requirement of sharing raw data. Ensuring the security of sensitive information is of utmost
importance, with client-side storage offering a safe and protected environment for data privacy and security. For
enhanced model performance, the approach involves utilising multiple clients to combine modifications to the
model, such as weights or gradients, rather than transmitting data to a central server. This approach is particularly
advantageous for credit card fraud detection due to the following reasons:

1. Privacy Preservation: Financial institutions can collaborate on training robust fraud detection models

without exposing their customers' sensitive data [3].
2. Scalability: The decentralized nature of FRL allows it to scale efficiently across numerous institutions.
3. Compliance: FRL helps in adhering to data protection regulations like GDPR, which mandate strict data
privacy controls.
Blockchain  technology, known for its

[ TABLE 1. List of acronyms ] decentralized, immutable ledger, complements FRL
by providing a secure and transparent framework for
Acronym  Definition data exchange and model updates. Key benefits
BFL Blockchain-enabled federated learning include:
BFRL Blockchain-enabled federated 1. Data Integrity: Blockchain ensures that the
reinforcement Ie_arnmg model updates are tamper-proof and verifiable,
FL Federated Learning maintaining the integrity of the collaborative
loT Internet of ThlngS tralnlng process
SVM Supporlt \_/ecthJr Mad:'”es - 2. Transparency and Trust: The immutable nature
gsm SO”VO Uttl(l){l]a NfllJ\lrat Netll/vor S of blockchain records fosters trust among
S ecurrent Xeural Networks participating entities by providing a transparent
FedAvg Federated Averaging I -
- - og of all transactions and model updates.
ML Machine Learning 3 D tralization: Like ERL. blockchain
PCI DSS Payment Card Industry Data Security ) ecentralization.  LIKE ' ockenains
Standard decentralized architecture reduces the risk of a
MPC Massive Parallel Computing single point of failure and enhances the

system's robustness.

The combination of FRL and blockchain technology creates a powerful framework for credit card fraud detection:

1. Secure Model Training: FRL allows multiple banks and financial institutions to train a shared fraud

detection model without compromising customer data privacy. Blockchain ensures the security and
integrity of the model updates shared among participants.
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2. Efficient Collaboration: Institutions can collaboratively enhance their fraud detection capabilities by

pooling their knowledge and data insights without sharing actual transaction data.

3. Enhanced Detection Capabilities: The aggregated model benefits from diverse data sources, leading to

more accurate and comprehensive fraud detection mechanisms.

4. Regulatory Compliance: The integration supports compliance with data protection laws by ensuring that

sensitive customer information is not transferred or stored in a centralized location.

The integration between FRL and blockchain technology offers a novel approach to tackling credit card fraud
detection [4]. This integration not only enhances the effectiveness of fraud detection models but also ensures data
privacy, security, and regulatory compliance. As financial institutions continue to adopt these technologies, the
overall resilience of fraud detection systems is expected to improve, thereby providing better protection for
consumers and reducing financial losses due to fraudulent activities.

Research Gap

Although the fusion of FRL and blockchain technology has promise, there are significant gaps in knowledge
that need to be addressed in the area of credit card fraud detection. Smooth integration is a major difficulty due to
the limits of current frameworks and the numerous interconnections between different technologies. Establishing
interoperability standards is necessary for the collaboration between FRL frameworks and blockchain platforms.
The necessity for secure model upgrades and improved privacy-preserving solutions to prevent data breaches
underscores the significance of security and privacy concerns. To facilitate the detection of fraud in real-time, it
is necessary for these systems to be optimised for both computing efficiency and scalability. Additional efforts
are required to rectify the disparity in fraud detection datasets and offer diverse data representation in FRL settings.
Prior to the construction of FRL and blockchain-based credit card fraud detection systems, it is imperative to fulfil
these objectives to ensure safety, scalability, and efficiency.

Contribution

In the study on credit card fraud detection using blockchain-enabled FRL models, the authors made several
significant contributions. They conducted a comprehensive review of existing literature to identify the limitations
and challenges associated with current fraud detection methods. The authors proposed a novel framework that
integrates blockchain technology with FRL, emphasizing the benefits of decentralized data processing and
enhanced data security. They developed and implemented a prototype system to demonstrate the feasibility and
effectiveness of this integrated approach, providing detailed performance evaluations to highlight its advantages
over traditional methods. Additionally, they identified and articulated key research gaps, such as the need for
seamless integration, advanced privacy-preserving techniques, and improved scalability, setting the stage for
future research endeavors in this domain. Through these contributions, the authors have advanced the
understanding of how emerging technologies can be harnessed to combat credit card fraud more effectively.

Organization

The rest of the paper is organized as follows. Section 2 provides a detailed review of the current state of credit
card fraud detection, including traditional methods and the emerging roles of blockchain technology and federated
learning. Section 3 introduces the proposed blockchain-enabled FRL model, outlining its architecture and key
components. Section 4 discusses the implementation details, including the integration process and technical
considerations. Section 5 presents the experimental setup and evaluation metrics used to assess the model's
performance. In Section 6, the results are analyzed and compared with existing methods to demonstrate the
improvements in fraud detection accuracy, data privacy, and computational efficiency. Section 7 identifies the
research gaps and challenges that remain, highlighting areas for future work. Finally, Section 8 concludes the
paper, summarizing the key findings and their implications for advancing credit card fraud detection.

2. RELATED WORKS

The integration of FRL and blockchain for credit card fraud detection is an emerging field, and several recent
studies and projects have explored this innovative approach. Here are some notable related works:

[ TABLE 1. Related Works ]
Reference Authors Year Focus Methodology
[5] Raj and Portia 2011 An analysis of methodologies for identifying Machine Learning
occurrences of credit card fraud.
[6] Pundkar and Zubei 2023 Methods for Identifying Credit Card Fraud. Machine Learning
[7] Khalid, et al. 2024 The detection of credit card theft has been Machine Learning

enhanced due to the implementation of
collaborative ML.

JITSI : Jurnal llmiah Teknologi Sistem Informasi, Volume 6 No 4, December 2025, Hal 334 - 352



Tanweer Alam

Leveraging Blockchain and Federated Reinforcement Learning for Enhanced Fraud Detection in Financial | 337

Transactions

[8] Mammen 2021 The potential benefits and obstacles of federated Federated Learning
learning?

[9] Zhu et al. 2024 A highly effective and adaptable Dandelion Machine Learning
Algorithm and its implementation in the process
of feature selection for the detection of credit card
fraud.

[10] El Hlouli, et al. 2024 An approach including multiple stages is used to  Machine Learning
detect instances of credit card fraud, specifically
addressing the issue of unbalanced datasets.

[11] Aslam and Hussain 2024 An evaluation of the efficacy of ML algorithms in  Machine Learning
identifying instances of credit card fraud.

[12] Shakadwipi et al. 2024 An approach to detect identity fraud utilises Blockchain
blockchain  technology and data mining
techniques.

[13] Shayan, et al. 2020 Biscotti that is a blockchain-based platform for Federated Learning
federated learning that prioritises security and and Blockchain
privacy.

[14] Zheng et al. 2021 Federated meta-learning is employed for the Federated Meta-
purpose of identifying fraudulent credit card Learning
transactions.

[15] Bin Sulaimanetal. 2022 An analysis of the ML method used to identify  Machine Learning
fraudulent credit card transactions.

[16] Qu et al. 2022 An explanation of federated learning utilising Federated Learning
blockchain technology. and Blockchain

[17] Chatterjee et al. 2023 Exploring the potential of federated learning and Federated Learning
blockchain technology in identifying credit card and Blockchain
fraud and safeguarding financial transactions.

[18] Long et al. 2020 Streamlined banking through federated learning.  Federated Learning

[19] Qu et al. 2022 Fedtwin is an advanced and flexible Federated Learning
asynchronous federated learning system that and Digital Twin
operates on the blockchain. Its purpose is to
support the growth and success of digital twin
networks.

[20] Bandara et al. 2022 A federated learning platform that utilises model Federated Learning
cards and blockchain technologies to ensure data  and Blockchain
provenance.

[21] Sam et al. 2023 ML techniques for identifying credit card fraud. Machine Learning

[22] Gadekallu et al. 2021 An examination of present applications, potential ~ Federated Learning
uses, and future advancements of federated
learning for handling massive datasets.

[23] Vijayalakshmi et 2024 Utilising encrypted parameter aggregation Federated Learning

al. facilitates the implementation of confidential and
protected federated learning.

[24] Hasan et al. 2024 Utilising  explainability analysis and ML Machine Learning
classifiers to discover anomalies in blockchain  and Blockchain
transactions.

[25] Ali and Yousafzai 2024 This study employs blockchain and federated Federated Learning
learning techniques to investigate intrusion and Intrusion
detection approaches for industrial Internet of Detection
Things (1oT) networks that are implemented at the
network edge.

[26] Oualid et al. 2023 An extensive overview of the literature on credit  Federated Learning
risk management employing federated learning
methodologies.

[27] Yang etal. 2023 An advanced credit modelling technique that Federated Learning
combines explainable federated learning with and Blockchain
blockchain technology to ensure security.

[28] Yu et al. 2022 This text discusses a system for federated learning  Federated Learning
that is built on blockchain technology, ensuring  and Blockchain
high levels of security. It covers the system's
design and explores its potential uses.

[29] Chatterjee et al. 2023 Federated Learning enhances the Federated Learning

recommendation model for financial consumer
Services.
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[30] Xu etal. 2021 Utilising blockchain technology for federated Federated Learning
learning. and Blockchain

[31] Yang et al. 2022 The aim is to combine federated learning and Federated Learning
blockchain technology with Industrial 4.0 in order and Blockchain
to safeguard the privacy of credit data exchange.

[32] Lietal. 2020 An architecture for federated learning that utilises  Federated Learning
blockchain technology and is decentralised, with  and Blockchain
consensus reached through a committee.

[33] Oktian and Lee 2023 A critical evaluation of a federated learning Federated Learning
system that utilises blockchain technology. and Blockchain

[34] Banabilah et al. 2022 The discussion revolves around the basics, Federated Learning
empowering tools, and possible uses of federated
learning.

[35] Mbonu et al. 2023 An implementation of a secure aggregation Federated Learning
mechanism for end-process blockchains based on  and Blockchain
federated ML.

PROPOSED Credit Card Fraud Detection Using Blockchain- Federated
enabled Federated Learning Model Reinforcement
Learning and
Blockchain

2.1. Techniques for Credit Card Fraud Detection

Credit card fraud detection utilises advanced technologies, such as a FRL model provided by blockchain. FRL
safeguards data security and privacy by enabling various institutions to collaboratively train a ML model using
their respective local data, while ensuring the non-disclosure of sensitive information. This solution is built on
blockchain technology to ensure data integrity and transparency. Blockchain technology offers a decentralised
and immutable ledger for securely storing model updates and transactions. Within the framework of FRL, each
institution contributes to the training of a local model. In order to prevent the unauthorised disclosure of data,
these models that have been trained locally are included into a global model through the utilisation of techniques
such as secure multi-party computation. Differential privacy and other privacy-preserving approaches are
employed to enhance the protection of individual transaction data during the learning process. By combining FRL
and blockchain technology, we can enhance collaborative intelligence to identify fraudulent transactions and
address critical data concerns.

A. Traditional Methods
1. Rule-Based Systems

Rule-based systems employ pre-established rules to detect suspicious transactions. Although they are
easy to use, they lack flexibility and are unable to effectively address new types of fraudulent activities.
Rule-based systems are a reliable method for detecting instances of credit card fraud. Their primary
method of operation involves using pre-established criteria to transaction data to identify any potentially
suspicious activity. These laws were formulated using expert knowledge and historical facts. One
possible rule may target transactions that exceed a specific threshold value or originate from highly
distant places. Although traditional rule-based systems have certain applications, they include limitations,
such as their inflexibility un handling emerging forms of fraud. BFRL is a novel method for detecting
credit card fraud that merges FRL and blockchain technology. FL enables collaboration among several
institutions to create a ML model by leveraging decentralised data while ensuring the confidentiality of
sensitive information. This significantly enhances privacy. Blockchain improves transparency and trust
among all participants by offering a secure and unchangeable ledger for documenting the training
process. Integrating BFL with rule-based systems enhances the effectiveness of credit card fraud
detection. This integrated approach merges the prognostic and adaptable capabilities of FRL models with
the velocity and reliability of rule-based systems. Here's how it works:

1. Initial Screening: Rule-based systems perform an initial screening of transactions. Rules flag
transactions that immediately appear suspicious based on established patterns.

2. ML Analysis: Transactions not flagged by the rule-based system are then analyzed by the FRL
model. This model, trained on data from multiple institutions, identifies complex fraud patterns that
rules alone might miss.

3. Feedback Loop: The results from the FRL model are used to refine the rule-based system. New
patterns detected by the model can inform the creation of new rules or the adjustment of existing
ones.

Blockchain technology adds several advantages to this hybrid model:
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1. Security: Blockchain ensures that the transaction data and model updates are secure and tamper-
proof. Each participant in the FRL process can trust that the shared model is accurate and
unaltered.

2. Transparency: The immutable nature of blockchain records all changes and updates, providing
a transparent history of the model's training process. This transparency helps in auditing and
ensures compliance with regulatory requirements.

3. Decentralization: By decentralizing data storage and processing, blockchain reduces the risk of
a single point of failure. This decentralization also aligns with the principles of FRL, where data
remains distributed.

The following are the implementation steps.

1. Define Rules: Experts define the initial set of rules based on known fraud patterns. These rules
serve as the first layer of defense.

2. Deploy FRL: Implement a FRL framework where multiple financial institutions participate in
training a shared fraud detection model. Each institution trains the model on its local data and
shares the model updates, not the raw data, ensuring privacy.

3. Integrate with Blockchain: Use blockchain to record all model updates and transactions. Smart
contracts can automate the process, ensuring that all updates are recorded transparently and
securely.

4. Continuous Monitoring and Updating: Continuously monitor the performance of both the rule-
based system and the FRL model. Use the insights gained to update the rules and retrain the model
as new fraud patterns emerge.

The challenges and solutions are described as follows.

1. Data Privacy: Ensuring data privacy is crucial. FRL inherently addresses this by keeping data
localized, and blockchain's encryption further secures it.

2. Scalability: Managing a large number of transactions and participants can be challenging.
Optimizing blockchain protocols and FRL algorithms can help maintain scalability.

3. Coordination among participants: Effective coordination among participating institutions is
vital. Clear protocols and incentives for participation can facilitate smooth collaboration.

The future directions are described in the following points.

1. Advanced Analytics: Incorporating advanced analytics and anomaly detection techniques within
the FRL model can enhance detection capabilities.

2. Real-time Processing: Developing real-time processing capabilities within this hybrid model can
further reduce the response time to detect and prevent fraud.

3. Integration with Other Technologies: Combining this model with other emerging technologies,
such as artificial intelligence (Al) and the 10T, can provide more comprehensive fraud detection
solutions.

The integration of rule-based systems with blockchain-enabled FRL models represents a significant
advancement in credit card fraud detection. This approach leverages the strengths of both traditional and
modern technologies to create a robust, secure, and adaptive fraud detection system. As the financial
landscape evolves, such hybrid models will be crucial in staying ahead of sophisticated fraud tactics,
ensuring the safety and trust of financial transactions.

. Statistical Methods

Statistical techniques, such as logistic regression and decision trees, analyze historical data to identify
patterns indicative of fraud. However, these methods often struggle with the high dimensionality and
imbalance of fraud datasets. Statistical methods for credit card fraud detection have seen a transformative
shift with the integration of blockchain-enabled FRL models. This advanced approach merges statistical
analysis with the decentralized and secure attributes of blockchain technology, facilitating more robust
fraud detection systems. Traditional statistical techniques like anomaly detection and pattern recognition
are enhanced by ML algorithms trained collaboratively across multiple institutions without
compromising sensitive user data. This FRL paradigm allows financial entities to pool their data
resources while keeping them localized and private, thus overcoming the challenges of data silos and
privacy concerns that typically hinder comprehensive fraud detection efforts.

In this framework, statistical analysis serves as the backbone for identifying irregularities and
suspicious patterns within transaction data. Historical transaction records are scrutinized for deviations
from normal spending behaviors, geographical inconsistencies, and temporal anomalies. ML algorithms,
trained on federated data through secure aggregation mechanisms on the blockchain, continually refine
their predictive capabilities without centralizing sensitive information. By leveraging blockchain's
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decentralized ledger, each transaction is securely timestamped and cryptographically verified, ensuring
the integrity of the data used in training these fraud detection models.

Furthermore, the integration of blockchain technology provides an immutable audit trail that enhances
transparency and accountability in fraud detection processes. Smart contracts embedded within the
blockchain can automate fraud detection rules and trigger alerts based on predefined thresholds, enabling
real-time responses to suspicious activities. This combination of statistical rigor, ML prowess, and
blockchain security not only strengthens fraud prevention measures but also sets a new standard for the
reliability and efficiency of financial transaction security systems in the digital age.

B. ML Methods

The use of blockchain-enabled FRL models has greatly advanced ML techniques for detecting credit card
fraud. This novel approach enhances privacy and identifies fraudulent transactions by amalgamating the
decentralisation and security of blockchain with the advantages of ML algorithms.

These approaches focus on utilising supervised and unsupervised learning methods. Supervised learning
techniques, including as logistic regression, decision trees, and neural networks, utilise pre-labeled transaction
data to identify patterns indicative of fraudulent activity. Multiple financial institutions collaborate to train these
models using FRL frameworks facilitated by blockchain technology. Every organisation has the ability to
employ federated strategies to guarantee privacy and adhere to data protection regulations by participating in a
shared model while yet maintaining authority over their own data.

Identifying outliers and uncommon patterns in transactional data can be easily accomplished using
unsupervised learning techniques, such as clustering and anomaly detection algorithms. These algorithms have
the ability to identify potentially fraudulent transactions by analysing transaction metadata and behavioural
patterns, and then alert the appropriate parties. The models generated using these techniques are consistently
modified and refreshed throughout the network through FRL, guaranteeing the non-disclosure of any
confidential details regarding individual transactions.

Blockchain technology enhances these ML algorithms by offering a secure and transparent platform for
documenting transactions. Each transaction is documented in a decentralised ledger, ensuring its
unchangeability and preventing any form of tampering. It is possible to use blockchain-based smart contracts to
automatically integrate fraud detection algorithms. This would lead to immediate notifications or preventive
actions based on pre-established criteria. The integration of ML with blockchain-based FRL not only boosts the
accuracy of fraud detection, but also strengthens the overall security and reliability of collaborative and
decentralised financial transactions.

1. Supervised Learning

Supervised learning methods, such as Neural Networks, Random Forest, and Support Vector Machines
(SVM), utilise labelled datasets to gain knowledge about fraudulent transactions. The accuracy of these
models is determined on the amount of tagged data accessible to them.

2. Unsupervised Learning

Unsupervised Learning refers to a type of ML where the algorithm learns patterns and structures in
data without any labelled examples or guidance. Unsupervised learning methods, which do not rely on
labelled data, can be employed to identify outliers through anomaly detection and clustering. Although
these approaches may produce a significant number of incorrect identifications, they are effective in
detecting newly developing patterns of fraud.

3. Ensemble Methods

Ensemble methods enhance the precision of detection by combining different ML models. Bagging,
boosting, and stacking are techniques used to combine the most effective attributes from multiple models
in order to enhance overall performance.

C. Deep Learning Methods

Recurrent neural networks (RNNs) and convolutional neural networks (CNNs) are powerful deep learning
models that excel in identifying complex fraud patterns. Due to their ability to automatically extract features
from raw data, these models are highly efficient. However, they also require a significant amount of resources.
The integration of deep learning with blockchain-based FRL models has revolutionised the field of credit card
fraud detection. This unique solution greatly improves accuracy and privacy protection while maintaining the
decentralised and secure characteristics of blockchain technology, as well as the power of deep neural networks.

For complex and extensive data sets like transaction histories, specific deep learning models, like as CNNs
and RNNs, are highly effective at identifying subtle patterns and correlations. Utilising automated algorithms to
extract features from sequence data and transaction information is a highly efficient approach for constructing
fraud detection models. These algorithms have the ability to identify minuscule abnormalities that indicate
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fraudulent behaviour. FRL facilitates the collaborative training of these models across multiple institutions,
assuring adherence to regulations and data protection without exchanging raw transaction data.

Blockchain technology is essential for the management and security of data used by deep learning models.
Every transaction undergoes cryptographic hashing and is then documented on a distributed ledger, guaranteeing
both transparency and immutability. The immutable ledger ensures the validation and training of the federated
node model, while also improving the integrity of transaction records. Utilising smart contracts on the
blockchain allows for the automated implementation of deep learning algorithms, facilitating immediate
identification and response to fraudulent activities by adhering to predetermined thresholds or criteria.

In addition, FRL guarantees the preservation of personal data privacy, even during the continuous
enhancement and updating of deep learning models to incorporate new fraud patterns. The data provided by
participating universities undergoes anonymization through encrypted model aggregation and differential
privacy techniques, leading to a substantial enhancement in security. An integrated approach results in enhanced
precision and effectiveness in the detection of credit card fraud. In addition, the financial industry establishes
the structure for organised cybersecurity efforts, enhancing the level of trust and robustness in transaction
security.

2.2. Proposed Algorithm

FRL enables collaborative model training across multiple devices while keeping sensitive data decentralized.
Participating devices, representing individual users or entities, contribute local updates to a global model without
sharing raw data. These updates are aggregated to improve the model's accuracy iteratively.

Blockchain technology serves as the backbone for securely recording and validating FRL transactions. Each
participant's contribution to the federated model is encapsulated in a blockchain transaction, ensuring transparency
and integrity. Smart contracts govern the consensus mechanism, ensuring that only valid updates are incorporated
into the global model.

Benefits:

Privacy Preservation: By training the model locally on user devices, FRL mitigates privacy concerns associated
with centralized data aggregation. Users retain control over their sensitive information, reducing the risk of data
breaches.

Enhanced Security: Blockchain's immutability
and decentralized nature fortify the system against
tampering and unauthorized access. Each FRL
transaction is securely recorded on the blockchain,
establishing a transparent and auditable trail of
model updates.

Scalability: FRL accommodates a vast number of
participants, enabling the inclusion of diverse data
sources without incurring significant computational
overhead. Blockchain's distributed architecture
further enhances scalability by parallelizing
transaction processing across nodes.

Robust Fraud Detection: By leveraging insights
gleaned from diverse data sources, the federated
model achieves higher accuracy in detecting [

fraudulent credit card transactions. Continuous
model refinement through FRL ensures adaptability
to evolving fraud patterns.

Designing a credit card fraud detection algorithm that leverages FRL and blockchain involves several key
components and steps.

1. Institutions: Multiple financial institutions that hold their own transaction data.

2. Local Training: Each institution trains its local model on its own data.

3. Model Updates: Institutions share model updates, not raw data.

4. Blockchain Network: A decentralized ledger that records model updates securely.

5

6.

FIG 2. BFRL based credit card fraud detection ]

Global Aggregation: Model updates are aggregated to form a global model.
Global Model Update: The updated global model is sent back to the institutions.
The following is the description of the above components.
1. Institutions:
I Each institution has its own local dataset and a local model.
Il. Data never leaves the institution’s premises.
2. Local Training:
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l. Institutions perform local training on their datasets.
Il. Model updates (gradients or weights) are generated.
3. Blockchain Network:
l. Institutions send model updates to the blockchain network.
Il. The blockchain ensures updates are immutable and verifiable.
Il. Smart contracts manage access control and secure transactions.

4. Global Aggregation:

I A central server or decentralized nodes aggregate the model updates.
Il. Federated Averaging (FedAvg) is used to combine updates.

5. Global Model Update:

I.  The aggregated global model is distributed back to the institutions.
Il. Institutions update their local models with the global model.

Below is a high-level overview of such an algorithm, detailing the FRL process, the role of blockchain, and the
integration of these technologies for secure and efficient fraud detection. The following are the key components.
1. Data Preparation:

I Local Data: Each participating financial institution holds its own transaction data, including
features such as transaction amount, time, location, and customer details.
Il. Feature Engineering: Preprocess and engineer features locally to improve the predictive power
of the model.
2. FRL Framework:
. Local Model Training: Each institution trains a local ML model on its own data.
Il. Model Update Sharing: Institutions share model updates (e.g., gradients or weights) instead of
raw data.
Il Global Model Aggregation: A central server (or a decentralized system using blockchain)
aggregates the local updates to form a global model.
3. Blockchain Integration:
. Immutable Ledger: Use blockchain to record model updates and transactions, ensuring
transparency and security.
. Smart Contracts: Implement smart contracts to automate and secure the FRL process.
Algorithm Workflow
Step 1: Initialization
e Each participating institution initializes its local model parameters.
e A global model parameter server (or decentralized equivalent) is established, which could be managed
using a blockchain network.
Step 2: Local Training
e Local Model Training: Institutions train their local models on their respective datasets for a defined
number of epochs.
python
Copy code
def local_training(data, model, epochs, learning_rate):
for epoch in range(epochs):
model.train(data, learning_rate)
return model.get_weights()
Step 3: Model Update Sharing
e Update Generation: Each institution generates model updates (e.g., gradients).
e Blockchain Record: Model updates are recorded on the blockchain for transparency and security.
Python code
def share_model_update(model_weights, blockchain):
transaction = blockchain.create_transaction(model_weights)
blockchain.add_transaction(transaction)
Step 4: Global Model Aggregation
e Aggregation: The central server or blockchain network aggregates the model updates using techniques
like Federated Averaging (FedAvg).
Python code
def federated_averaging(updates):
averaged_update = sum(updates) / len(updates)
return averaged_update
Step 5: Model Update Distribution
e Update Distribution: The aggregated model update is distributed back to each institution.
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python code
def distribute_global _update(global_update, institutions):
for institution in institutions:
institution.update_model(global_update)
Step 6: Iteration
e  Steps 2-5 are repeated for multiple rounds until the global model converges.
Security and Privacy Considerations
e Data Encryption: Ensure all data transferred between institutions and the global server is encrypted.
e  Secure Aggregation: Use secure aggregation protocols to protect individual updates.
e Access Control: Implement strict access control policies using blockchain to manage permissions.

The proposed algorithm combines FRL and blockchain to enhance credit card fraud detection. FRL allows
institutions to collaboratively train a robust model without compromising data privacy, while blockchain ensures
the security and transparency of the model updates. This integration addresses the challenges of data privacy,
security, and trust, offering a promising solution for detecting credit card fraud in a distributed and secure manner.

The integration of blockchain and FRL has the potential to facilitate a more transparent, cooperative, and secure
approach to fraud detection and prevention. FL, or FRL, is crucial for ML training in numerous companies. Using
their exclusive local data, which they do not provide to anyone, Ensuring the protection of vital information
Specifics. Organisations can enhance the efficacy and precision of their fraud detection models by training them
on a broader and more heterogeneous dataset using FRL. Blockchain offers a secure and decentralised platform
for participating businesses to exchange updates and trained models. The blockchain network operates in a
decentralised manner and is resistant to any changes or modifications. It can offer supplementary advantages, such
as:

1. A consortium of financial institutions may collaborate to train a model using FRL to improve its precision

and scope.

2. Data can be recorded on the blockchain, enabling other organisations to employ the model for detecting

fraudulent conduct.

3. Financial institutions can exchange fraud notifications. Suspicious transactions utilising blockchain

technology.

4. Banks can promptly detect tendencies and prevent fraudulent activities by sharing notifications.

5. Financial institutions can employ FRL to train ML models and authenticate consumer identities.

6. Employing client identification verification data in a manner that ensures the protection of the client's

personal information.

7. Additional organisations have the ability to distribute the trained model and securely keep it on the

blockchain network for the purpose of verifying identification.

8. Banks can utilise blockchain-based tokenization to safeguard clients' sensitive information, such as credit

card data.

9. Tokenization substitutes sensitive data with a distinct identifier (Token) that can be securely stored on the

blockchain.

3. RESULTS AND DiscussION
3.1. Simulation setup and Model Performance

Implementing a credit card fraud detection system using FRL and blockchain involves evaluating several
aspects such as model performance, privacy preservation, security enhancements, scalability, and regulatory
compliance. Here we discuss the results and implications of such an integrated approach. The following steps are
used to setup the model.

1. Construct a block. Insert the data, including the header and body, into the block. Compute the cryptographic
hash of the block. Link the blocks together and form a blockchain on Ethereum.
2. Credit card transactions happen in a blockchain framework to enable decentralisation and verification
through a network of authorised computing nodes.
3. Implement the smart contract between the bank and the credit card consumer.
4. Form the Federated reinforcement learning on the bank node and connect to the blockchain via the credit
card fraud detection algorithm.
A. Model Performance
1. Accuracy and Detection Rate
I. Improved Accuracy: FRL allows the model to be trained on a diverse dataset aggregated from
multiple institutions, which enhances the model’s ability to detect fraud accurately.
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Il. Reduced False Positives: With a broader range of transaction patterns, the model becomes better at
distinguishing between legitimate and fraudulent transactions, reducing false positives.
2. Evaluation Metrics Evahuation Metrics
I. Precision and Recall: High precision
and recall indicate the model’s 015
effectiveness in identifying fraudulent
transactions without many false

alarms.
II. F1 Score; The harmonic means of
precision and recall provides a .
balanced measure of the model's Precision Recall Fi Score
performance. = Evaluation Metries
These results demonstrate that the FRL
approach improves the overall robustness and [ FIG 3. Evolution Metrics ]

reliability of the fraud detection system.

B. Privacy Preservation
1. Data Confidentiality
I. No Raw Data Sharing: Institutions do not share raw transaction data, ensuring customer privacy is
maintained. Only model updates are shared, which are less sensitive and can be further obfuscated
if needed.
Il. Regulatory Compliance: This approach aligns with data protection regulations such as GDPR,
which require stringent controls on data sharing and privacy.
2. Privacy Metrics
Differential Privacy: Technigues can be employed to add noise to the updates, ensuring that individual
transactions cannot be reverse engineered from the shared data.

C. Security Enhancements
1. Blockchain Integration
I. Data Integrity: Blockchain ensures that all model updates are immutable and verifiable, preventing
tampering and ensuring the integrity of the collaborative training process.
Il. Transparency and Auditability: Every update and transaction is recorded on the blockchain,
providing a transparent and auditable log that fosters trust among participating institutions.
2. Security Metrics
I. Tamper-Proof Ledger: The use of blockchain guarantees that any attempt to alter the transaction
history would be easily detectable.
1. Access Control: Smart contracts enforce strict access controls, ensuring that only authorized entities
can participate in the training process and access model updates.

D. Scalability
1. Distributed Architecture
I. Scalability: Both FRL and blockchain are inherently scalable. FRL distributes the computational
load across multiple institutions, while blockchain provides a decentralized framework that scales
the number of participants.
Il. Load Balancing: Efficient management of model update aggregation and distribution ensures that
the system can handle many participants without performance degradation.
2. Scalability Metrics
I. Training Time: The time taken for each training round can be monitored to ensure it remains within
acceptable limits as the number of participants grows.
Il. Network Overhead: The communication overhead introduced by sharing model updates and
blockchain transactions needs to be minimized to maintain efficiency.

E. Regulatory Compliance
1. Data Protection Regulations
I. GDPR Compliance: By keeping data localized and ensuring robust encryption and access controls,
the system adheres to GDPR requirements, protecting customer data privacy and security.
Il. Industry Standards: The approach complies with industry standards for financial data security, such
as PCI DSS (Payment Card Industry Data Security Standard).

3.2. Opportunities, Challenges and Future Direction
A. Opportunities
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Enhanced the precision of fraud detection models: FL can utilise data from several companies to train
their ML models. Storing information locally without sharing it with others, ensuring the secrecy and
accuracy of vital documents. This technique allows for the collection of a broader and more varied
dataset. Utilised throughout the training procedure, leading to enhanced accuracy. Models employed for
the purpose of fraud detection.

Ensuring the protection of confidential information and delicate data: FL facilitates the storage of crucial
data on a local device, hence reducing unauthorised access and loss of data. Regarding data privacy and
security, it implements decentralised methods to enhance privacy and security. Companies employ
blockchain technology to guarantee secure transmission of data. Can engage in collaboration, share
resources, and ensure data protection. Blockchain enhances security by providing an additional layer of
protection, resulting in a decrease in vulnerability.

Enhancements to the process of examining and tracking financial records and the capacity to trace
transactions: Blockchain technology has the potential to revolutionise auditing methods and
Transaction traceability. FL paves the way for the implementation of ML. Ensuring privacy during the
utilisation of decentralised data for model training. It encompasses strategies to mitigate the occurrence
of data breaches. The Potential Advantages of Blockchain Technology. Transparent and immutable
recordings of all transactions offer a secure and verifiable trail of transactions. These technologies have
the potential to enhance the ability to track and trace transactions. Enhance the clarity of sound while
reducing the likelihood of fraudulent activity.

Highly beneficial for sectors such as healthcare and banking: Scenarios when it is crucial to maintain a
record of transactions and conduct audits. Collaboration and the pooling of resources can contribute to
cost reduction. FL has made it possible to collaborate in ML training. Models utilise distributed data
sources, hence decreasing the need for them. For the purpose of centrally managing and storing data.
Blockchain technology facilitates secure and transparent cooperation, mitigating the likelihood of
fraudulent activities and enhancing trust. Through the utilisation of technology, companies have the
potential to reduce costs associated with data management.

Optimising operational procedures and enhancing collaboration: Automated fraud detection possesses
the capability to achieve by combining FL with blockchain technologies. FL facilitates the development
of decentralised fraud detection algorithms. As more information becomes accessible, it enhances the
precision and effectiveness of the framework. Blockchain is an unchangeable and distributed record-
keeping system. An unambiguous documentation of transactions that enables the identification of
deceitful behaviour. By integrating these technologies, there is the potential to enhance security,
minimise losses, and identify fraudulent activities across diverse sectors such as healthcare and banking.
Online purchasing: Integrating blockchain technology and FRL has the potential to significantly enhance
fraud prevention endeavours. Fraud-detecting algorithms will undergo training using datasets that are
dispersed. Safeguarding confidential data and preventing unauthorised access to sensitive information.
Electronic record-keeping system: Modern technology allows for the creation of recordings that can be
viewed and cannot be altered. Transactions are minimised, hence decreasing the likelihood of dishonesty.
Merging them. Technology can enhance the efficiency and precision of fraud detection.

Recognition of individuals, minimization of losses, and improvements in security: The enhanced
scalability and flexibility of fraud detection algorithms in FL have made it feasible to detect large-scale
fraud. Flexible designs that can be readily tweaked and updated as required. Utilising blockchain
technology and FRL reduces the likelihood of data breaches. Entails transmitting data across encrypted,
distributed networks to Safeguard confidential data and mitigate the likelihood of data security breaches.
FL guarantees that user data is consistently stored on the device. However, blockchain technology
provides a permanent and irremovable inventory of all transactions made. This methodology enhances
the level of security. Data protection encompasses the measures used to prevent unauthorised access or
modification.

Enhanced regulatory adherence through the utilisation of decentralised: Utilising networks and
unchangeable data to ensure adherence to rules and regulations. FL ensures the processing of data.
Blockchain establishes a transparent and highly protected log of transactions. Blockchain technology
ensures the integrity of all transactions by providing transparent and immutable records, hence preventing
any potential fraud.

Enhanced customer service: Through the integration of FL and Blockchain technology enables
businesses to enhance their consumer base more efficiently. FL opens the opportunity for personalised
recommendations. Blockchain has enhanced the security and transparency of transactions. Reducing the
likelihood of fraudulent activities and increasing confidence.

B. Challenges in Credit Card Fraud Detection

1.

Imbalanced Data
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Fraudulent transactions are rare compared to legitimate ones, leading to highly imbalanced datasets. This
imbalance makes it difficult for models to learn the characteristics of fraud effectively.

2. Adaptive and Evolving Fraud Techniques
Fraudsters continually develop new methods to bypass detection systems. Keeping detection algorithms
up-to-date with these evolving techniques is a significant challenge.

3. Real-Time Detection
Detecting fraud in real-time is crucial to prevent financial losses. However, real-time detection requires
models that are both accurate and fast, posing a significant technical challenge.

4. Privacy and Security Concerns
Ensuring the privacy and security of transaction data while using it for fraud detection is essential.
Balancing the need for effective detection with privacy concerns is a delicate task.

C. Future Directions

1. Advanced ML Techniques
Future research should focus on developing advanced ML techniques that can handle imbalanced data,
such as synthetic data generation and transfer learning.

2. Integration of Multiple Data Sources
Integrating data from various sources, such as social networks and transaction histories, can provide a
more comprehensive view of user behavior and enhance fraud detection.

3. Real-Time Adaptive Systems
Developing systems that can adapt to new fraud patterns in real-time will be crucial. Techniques such as
online learning and adaptive algorithms can help in this regard.

4. Privacy-Preserving ML
Research into privacy-preserving ML techniques, such as FRL and differential privacy, can ensure that
user data remains secure while still enabling effective fraud detection.

3.3. Discussion

Combining FRL with blockchain technology may offer a potential answer to the limitations faced by
conventional credit card fraud detection methods. This talk will examine the fundamental attributes of this
distinctive approach, including its possible uses, advantages, and disadvantages. FRL, a process that combines
data from many financial institutions, has the potential to enhance fraud detection algorithms. The inclusion of
diverse data enhances the model's ability to identify a wider array of fraudulent patterns, which is a crucial aspect
of successful detection. Expanding the dataset size improves the accuracy of the model, reduces the false positive
rate, and strengthens its ability to differentiate between genuine and fraudulent transactions. FRL is employed to
tackle privacy concerns and adhere to data protection regulations like GDPR. It involves storing confidential
transaction data across multiple organisations. The unchangeability and clarity of updates in a blockchain-based
approach greatly enhance security. Smart contracts enable the implementation of stringent access restrictions,
guaranteeing that only authorised persons have the ability to access vital updates and training materials. Both
blockchain and FRL exhibit scalability. Blockchain offers a decentralised environment that has the potential to
expand and accommodate a larger number of users. On the other hand, FRL distributes computing tasks over
multiple nodes. Regardless of the number of institutions that join, load balancing guarantees the smooth operation
of the system by distributing and consolidating model changes. The solution adheres to PCI DSS and GDPR
regulations due to the utilisation of robust encryption and restricted data access. Companies operating in the
banking industry that are under strict rules must adhere to these guidelines. If the frequency of model update
exchanges is excessive, it can lead to major capacity and latency concerns for the central server (or blockchain
network) and institutions. In order to address these difficulties, it is crucial to optimise the process of updating
and communicating through streamlined channels. Developing and maintaining a blockchain-powered FRL
system requires a significant level of technological proficiency. Organisations planning to implement and oversee
the system's operation should have a comprehensive understanding of blockchain and ML. Variations in the
comprehensiveness, excellence, and organisation of business data can potentially affect the effectiveness of the
global model. Sophisticated normalisation and preprocessing procedures are necessary to guarantee uniformity
and enhance the performance of the model. Although blockchain technology possesses robust security measures,
it remains susceptible to assaults. In order to mitigate these dangers, it is crucial to ensure the robustness of
blockchain and smart contract security. To enhance the scalability and reduce communication overhead of your
system, it is advisable to optimise your communication protocols using advanced techniques like differential
privacy and model update compression. Privacy guarantees can be enhanced by integrating advanced privacy-
preserving methods like homomorphic encryption and secure multiparty computation into FRL. In order to
address the issue of data heterogeneity and enhance the overall performance of global models, it is imperative to
develop industry-wide standards pertaining to the structure and quality of transaction data. In order to enhance the
efficiency and scalability of the blockchain network responsible for managing smart contracts and recording
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model updates, it is worth exploring innovative blockchain designs such as sharding or layer-2 solutions. Through
the implementation of real trials and case studies, we can accurately assess the advantages and disadvantages of
this methodology. Effective adoption requires close cooperation between regulatory bodies, technology suppliers,
and financial institutions. FRL with blockchain integration offers numerous benefits and drawbacks in the realm
of credit card fraud detection:

1. The increased availability of a wider range of transaction data allows for the development of more precise
fraud detection models, leading to improved model performance.

2. Privacy and security are crucial for building confidence among participating businesses. This involves
implementing secure and unchangeable model upgrades while also safeguarding data privacy.

3. Both technologies have distributed designs that allow for a scalable solution that is well-suited for large
financial networks.

The following are the issues needed to concern.

1. Costs related to communication: Delays may arise due to the need for a robust network infrastructure,
frequent model updates, and blockchain transactions.

2. The development and maintenance of a FRL system that utilises blockchain technology is a very intricate
task that demands a deep understanding and expertise.

3. Complex preparation and normalisation approaches are required due to the differences in data formats and
quality across institutions. These modifications possess the capacity to detrimentally impact the model's
performance.

Utilising blockchain technology in conjunction with FRL can effectively enhance credit card fraud prevention.
This approach offers advantages such as enhanced precision in detection, heightened security, and increased
scalability. Modern financial institutions may find it appealing to strengthen their fraud detection systems while
remaining compliant with legal standards, notwithstanding the hurdles. In order to address the remaining
obstacles, further research could concentrate on enhancing privacy-preserving methods and optimising
communication efficiency.

4. CONCLUSION

Research on credit card theft detection systems is crucial since they significantly affect financial security.
Although traditional approaches have limitations, new advancements in Al and ML provide encouraging
alternatives. In order to enhance fraud detection systems, it is imperative to rectify data discrepancies, modify
fraud strategies, incorporate real-time detection, and tackle privacy issues. Future research should prioritise the
utilisation of innovative methods and the integration of diverse data sources to proactively outsmart criminals and
safeguard the security of financial transactions. The combination of FRL with blockchain enhances the efficacy
of credit card fraud detection by optimising model performance, guaranteeing privacy and security, and enabling
seamless scalability. Although financial firms face difficulties due to technological complexity and
communication overhead, the benefits of this strategy make it an attractive choice. Future study should prioritise
enhancing data standardisation, exploring state-of-the-art privacy-preserving strategies, and streamlining
communication protocols to further enhance the efficiency and usability of this innovative concept. By integrating
FRL with blockchain technology, a feasible framework emerges for identifying instances of credit card fraud.
This technique offers a robust protection against digital financial fraud by utilising the combined knowledge of
distributed devices while ensuring the privacy and integrity of user data.
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